Enabling SAML Integration with Ping One
Identity for EPM Saa$S

1: Pre-requisites on CyberArk EPM

1.1 Login in to your EPM SaaS Admin Console as Administrator and Select Administration tab on the
landing page. For example - Customers who had selected or chosen their Datacenter to be
“US” will have received the link as “https://login.epm.cyberark.com/login” . The Admin Console
Link may vary depending upon the region you had selected during the Registration/Enroliment
Process.
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1.2 Select “Administration” tile and Under Account Management, please make sure to
import/create other Administrators User Account (who will manage the EPM Policies) ,
View/Read only Accounts, leveraging email id and grant them require permission as “Account
Administrator” or “Allow to manage sets”.

The accounts that are created in EPM, will get authenticated thru Single Sign on and MFA .

Remember the Account that you had logon is “Super User “ Account and as a Best Practices we
encourage try not to use this account besides Setting up initial configurations such as
1)Create another admin account


https://login.epm.cyberark.com/login
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1.3 Please make sure to download the XML (metadata) file and Certificate from the EPM
Admin Console. Logon to the EPM Administrative console as “Administrator” and select

“Administration” Icon and Click on the SAML Integration. Under “EPM Service Provider”
please click “Download configuration XML” and store the xml file locally and upload them to the
Ping Identity.

Management Options > Administration

4
& .
¥ Account Management SAML 2.0 Integration:
& Role Management EPM Server Certificate
Ceriificate expires in 657 day(s).
[2 Account Configuration
- g Update new EPM certificate on the IDF server
: Download EPM Certificate
# SAML Integration
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Properties
Property Value
Audience (Entity 1D) https: flogin.epm.cyberark com/SAML
Single Logout Service https: flogin.epm.cyberark. comiSAMLISI
Asserisme https: flogin.epm.cyberark. comiSAMLIaC

Download Configuration XML




2: Configuration Steps in Ping One (IDP) to OnBoard
CyberArk EPM SAML Application

2.1 Please logon to Ping Administrative Console and select “Application Catalog” and search for
Cyberark. Please click the arrow and click the setup button.

PingDne“ DASHEOARD APPLICATIONS USERS SETUP  ACCOUNT

My Applications Application Catalog PinglD SDK Applications Oburth Settings

Application Catalog

Browse for the application you want to add or search for it by name. Don't see the application you're looking for? Fill

cyberark Search
Application Name
< Cyberark Endpoint Privilege Manager
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2.2 Under “SSO Instructions”



1. 50 Instructions

Signing Certificate | PingCne Account Origination Certificate

Download

For reference, please note the following configuration parameters:
SaasS |ID  f0ddaccd-061b-48e4-a646-53d2df61c819

IdP ID e82e2229-3ba0-404f-8363-3e7d0bc90a3b

Initiate Single Sign-On  https://sso.connect. pingidentity.com/sso/sp/initsso?saasid=f0ddaccd-061b-4
(SSO)URL @ 53d2df61c819&idpid=ed2e2229-3ba0-4041-8363-3e7d0bc90a3b

Issuer https://pingone.com/idp/cd-1232456740.cyberark

CyberArk supports self service 330. Follow the instructions below to setup $30.

a) Download store the certificate locally.
b) Copy all the values and store them and click continue to Next step.



2. Connection Configuration

Assign the attribute values for single sign-on (SSO) to the application.

Upload Metadata @

ACS URL

Entity 1D

Target Resource @

Single Logout Endpoint @

Single Logout Response Endpoint @

Primary Verification Certificate @

Secondary Verification Certificate @

Force Re-authentication @

Encrypt Assertion @
Signing @

Signing Algorithm @

Select File | ©ruse URL

https:/flogin.epm.cyberark.com/SAMLYz |~

https:/flogin.epm.cyberark. com/SAML

1]

xample.com/slo.endpoint

1]

xample.com/sloresponse.endpoint

Choose File | Mo file chosen

Choose File | No file chosen

O

® Sign Assertion () Sign Response

RSA_SHAZ56 ™

Please upload the Metadata xml file obtained from EPM Admin console (From step 1.3) to “Upload
Metadata” and Upload the certificate to “Primary Verification Certificate” value.

If you prefer to configure Single Logout Endpoint, pl enter the value as

https://login.epm.cyberark.com/SAML/slo

3.0 Attribute Mapping: Please select Email (work) and click continue to next.


https://login.epm.cyberark.com/SAML/slo

3. Attribute Mapping

Map your identity bridge attributes to the attributes required by the application.

|dentity Bridge Attribute or Literal

Application Attribute  Description
PP ° P Value

SAML_SUBJECT
SAML_SUBJECT

1 . Identifies the authenticated principal [ as Literal
Advanced
Email (Work)

2 Email * Email atiribute (required) (s Literal
Advanced

4.0 Assign the application (CyberArk End point Privilege Manager) to the specific group who will
manage the application need, and review the setup and click Finish.

3.Configuration Steps in CyberArk EPM AdminConsole

3.1 Login in to your EPM SaaS Admin Console as Administrator and select “Administration” tile and
Choose “SAML Integration” and edit the configuration as follows.

Following values are required from Ping Identity to complete the setup

IDP Issuer URL https://pingone.com/idp/<your ping tenant id>

IDP Server Certificate <Upload the certificate that you had downloaded from Ping >

IDP Single Sign On URL https://sso.connect.pingidentity.com/sso/idp/SSO.saml2?idpid=69c36e39-
72cf-4bbc-9aab-33b75be0cf4b

IDP Single Logout URL https:// <Ping one logout end point>

Note : Please make sure to provide right values in to the IDP Single Sign on URL. The value of idpid is
important and can be obtained from Ping Admin Console.

Note: Please make sure to convert the certificate to “.der” format using your prefer tool For example —
openssl


https://pingone.com/idp/%3cyour
https://sso.connect.pingidentity.com/sso/idp/SSO.saml2?idpid=69c36e39-72cf-4bbc-9aab-33b75be0cf4b
https://sso.connect.pingidentity.com/sso/idp/SSO.saml2?idpid=69c36e39-72cf-4bbc-9aab-33b75be0cf4b

lan! Certificate

General Details Certification Path

Show: | <All> v
Field Value
[ version v3
|- serial number 3fb58b73b175b4459e587ecs ...
|- signature algorithm sha256RSA
|__J Signature hash algorithm sha256

-] 1ssuer
=] valid from
] valid to
|-l & dhimet

Idaptive Customer AAC4071

Saturday, 30 May 2020 9:20:...
Saturday, 1 January 2039 8:0...

TAantive Cietnmear AACANT1 A

Edit Properties...

3.2 EPM Login Configuration

Copy to File...

«

Organization Identifier : <Your Org name or customize name >

£# Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:
(®) DER encoded binary X.509 (.CER)
(O Base-64 encoded X.509 (.CER)
(O Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P78)

Include all certificates in the certification path if possible
Personal Information Exchange - PKCS #12 (,PFX)

Indude all certificates in the certification path if possible

Delete the private key if the export is successful

Export all extended properties

Enable certificate privacy

Microsoft Serialized Certificate Store (.S5T)

EPM Login URL : https://login.epm.cyberark.com/SAML/<Organization Identifier>

Lock EPM login URL for users and redirect to IDP authentication — Please refer to below image

EPM Logout URL : <https://login.epm.cyberark.com/SAML/slo>

EPM Login Configuration

Crganization ldentifier

EFM Login URL

Lock EPM login URL for users and redirect to IDP authentication

(O All Users

st

hitps:login.epm.cyberark. comiSAMLISt

@ Al users, beside Account Admin

) None

URL where user can login to EFM server

Cance

A segment that is added to the EPM service provider Entity 1D and turns it into a unique EPM login URL for
organization. Value is case-sensitive. The recommended value is your organization shorten name or
abbreviation.


https://login.epm.cyberark.com/SAML/%3cOrganization

5)Click Save

Validation Step:

After above steps are completed, You should still able to login to EPM Admin console with your default admin
account without going thru Ping One.

Basically, admin account is configured for “Local Authentication”. All other accounts (Non-admin account) will go thru
Ping One..

If you prefer to enable SSO including your admin accounts, please choose “All users” under Lock EPM Login URL.



